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RECLAIMING YOUR 
DIGITAL PRIVACY
Erin Johnson & Melissa Seelye
THINK YOU HAVE 
“NOTHING TO HIDE”?
“Every border you cross, every purchase 
you make, every call you dial, every cell 
phone tower you pass, friend you keep, 
article you write, site you visit… is in the 
hands of a system whose reach is 
unlimited but whose safeguards are not.”
— Edward Snowden, CITIZENFOUR
Every breath you take 
Every move you make 
Every bond you break 
Every step you take 
—The Police
TRIVIA QUESTION
What percentage of Canadian internet 
traffic is routed through the United 
States?
Up to 90%
GLOBAL SURVEILLANCE
The Five Eyes


CORPORATE SURVEILLANCE
If you shop, bank, or socialize online, multiple 
companies already know quite a bit about you 
and are likely sharing your information with third 
parties, including government agencies.
“[I]n twenty-first-century Canada, surveillance 
is expanding steadily as personal data flow, in 
unprecedented ways, between private and 
public bodies” (Bennett, Haggerty, Lyon, & 
Steeves, 2014, p. 68).






GOOGLE TIMELINE
“Your timeline in Google Maps helps 
you find the places you’ve been and 
the routes you’ve traveled”


HTTPS://MYACCOUNT.GOOGLE.COM



TRIVIA QUESTION
What are Canada’s two federal privacy laws?
1. The Privacy Act
2. The Personal Information Protection and 
Electronic Documents Act (PIPEDA)
KNOW YOUR RIGHTS
Charter of Rights and Freedoms
Section 7 – “Everyone has the right to life, liberty 
and security of the person and the right not to be 
deprived thereof except in accordance with the 
principles of fundamental justice.”
Section 8 – “Everyone has the right to be secure 
against unreasonable search or seizure.”
THE PRIVACY ACT (1985)
• Applies only to federal institutions
• Two-fold:
• Mandates federal collection and use of personal data
• Affords Canadian citizens and permanents residents 
the right to access their personal information
PIPEDA (2000)
• Applies only to private entities engaged 
in commercial activity 
• Lacks sufficient enforcement measures
• Does not apply in provinces where 
“substantially similar” legislation exists 
(AB, BC, QC)
SUPREME COURT RULINGS
• R. v. Spencer, 2014 SCC 43: Anonymity “particularly 
important in the context of Internet usage”; police 
require a search warrant
• R. v. Fearon, 2014 SCC 77: Lack of password does not 
lessen reasonable expectation of privacy, but upheld 
right of police to search a cell phone during an arrest
• R. v. Vu, 2013 SCC 60:  A computer cannot be treated 
in the same way as a filing cabinet or cupboard in the 
context of searches and seizures; requires judicial 
authorization for computer searches
WHAT CAN YOU DO?
• Keep up-to-date with privacy developments 
• @PrivacyPrivee
• @IPCinfoprivacy
• Contact federal and/or provincial privacy commissioners
• Office of the Privacy Commissioner of Canada 
• Information and Privacy Commissioner of Ontario
• Collective action
• The Supreme Court has given the go-ahead to a potential 
class action lawsuit against Facebook in B.C.
TRUE OR FALSE
Facebook has access to microphones on 
users’ smartphones and could be listening 
to us right now.
Maybe.
FACEBOOK 
FULL DATA USE POLICY
I. What kinds of information do we collect?
II. How do we use this information?
III.How is this information shared?
IV. How can I manage or delete information about me?
V. How do we respond to legal requests or prevent 
harm?
VI. How our global services operate
VII.How will we notify you of changes to this policy?
A CLOSER LOOK AT FACEBOOK
• What information does Facebook collect?
• Things you do and information you provide
• Things others do and information they provide
• Your networks and connections
• Information about payments
• Device information (location, mobile phone number, IP)
• Information from websites and apps that use Facebook 
services
• Information from third party partners
• Facebook companies
From the Facebook Data Policy: 
https://www.facebook.com/full_data_use_policy
HOW DOES FACEBOOK USE 
YOUR INFORMATION?
• Provide, improve and develop services
• Communicate with you
• Show and measure ads and services.
• Promote safety and security.
THIRD PARTY PARTNERS
• Apps, websites and third-party integrations 
• “When you use third-party apps, websites or other 
services that use, or are integrated with, our 
Services, they may receive information about what 
you post or share.” 
• Sharing within Facebook companies
• “We share information we have about you within the 
family of companies that are part of Facebook.”
• New owner
• “If the ownership or control of all or part of our 
Services or their assets changes, we may transfer 
your information to the new owner.”


TRUE OR FALSE
There are lots of free games, quizzes and 
surveys on the internet designed only for 
your personal enjoyment.
Nothing is Free! 
If it’s free, you’re the product
WORST OFFENDERS 2017
PROTECTION TOOLS
TOP FIVE
1.Browser Alternatives
2.Browser Extensions
3.Search Engine 
Alternatives
4.Private Messaging
5.Password Managers
BROWSER 
ALTERNATIVES
Private Browsing, Incognito, TOR

FIREFOX PRIVATE BROWSING
• Automatically erases your online 
info like passwords, cookies and 
history from your computer when 
you close the browser
• Tracking protection to block ads and 
websites from tracking your 
browsing info
• Blocks ads with hidden trackers that 
weigh down your browsing speed
about:config

CHROME INCOGNITO BROWSING
• Does not save information 
about the sites you’ve visited
• Does not save a record of the 
files you download
• Does not prevent other sources 
from seeing your Internet 
service provider, your employer 
(if at work), the websites you’ve 
visited
[space]-incognito

TOR (THE ONION ROUTER)
• Protects your privacy by bouncing your 
communications around a distributed network 
of relays run by volunteers all around the world
• This keeps the sites you visit private and it 
prevents sites from learning your physical 
location
• TOR also  lets you access sites which are 
blocked



BROWSER 
EXTENSIONS
Privacy Badger, Ghostery, HTTPS Everywhere





SEARCH ENGINE 
ALTERNATIVES
DuckDuckGo, StartPage


PRIVATE MESSAGING

SIGNAL BY WHISPER SYSTEMS
• Gold standard of instant 
messaging apps. 
• End-to-end encryption 
• Great usability
• Can use for texting and 
telephone conversations
• Open source, free app
PASSWORD MANAGERS
• Assists in generating, storing, and retrieving 
complex passwords from an encrypted 
database
• Some high-profile websites attempt to block 
the use of password managers
LastPass
KeePass
Encryptr
Password Safe
PASSWORD BEST PRACTICES
• The longer your password is, the harder it is to crack
• Use multiple character sets
• Upper and lower case letters, numbers, punctuation
• Think up a phrase, then use the first letter for each word 
in the phrase
• personal phrase: "It was a dark and stormy night...".
password : iWadasn7
• Never reuse the same password twice
GENERAL TIPS
Customize your information sharing settings. 
Block 3rd party cookies, location data and use 
the do not track feature
Keep the lens of your webcam covered when not 
in use
Make sure you are visiting secure websites (https)
Enable 2-factor authentification for Google accounts, 
Twitter, Facebook, Apple ID, and Microsoft
Create strong passwords, unique for each 
account, and change them at least once a year
Regularly delete your search history, cookies, 
and temporary Internet files
Select 'opt out' options for sharing personal 
information when creating new accounts
Periodically review your privacy settings
Log out of your email and social media accounts 
when not using
Read the terms and conditions on apps before 
accepting
FIX YOUR MOBILES
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